
 
 

AMENDMENTS TO THE RULES OF SUPERINTENDENCE  
FOR THE COURTS OF OHIO 

 
Comments Requested: The Supreme Court of Ohio will accept public comments until 

December 22, 2025, on the following proposed amendments to the Rules of Superintendence for 
the Courts of Ohio.  

 
Comments on the proposed amendments should be submitted in writing to: Keely 

McWhorter, Supreme Court of Ohio, 65 South Front Street, Columbus, Ohio 43215, or 
RuleAmendments@sc.ohio.gov not later than December 22, 2025. Please include your full name 
and mailing address in any comments submitted by email. 

 
Key to Adopted Amendments:  

 
1.  Unaltered language appears in regular type.  Example: text  
 
2.  Language that has been deleted appears in strikethrough.  Example: text  
 
3.  New language that has been added appears in underline.  Example: text 



 
 

RULES OF SUPERINTENDENCE FOR THE COURTS OF OHIO 1 
 2 

 3 
RULE 9. Court Security Plans Advisory Committee. 4 

 5 
(A) Definition 6 
 7 

As used in this rule and the Ohio court security standards, “court facility” means either of 8 
the following:   9 

    10 
(1) Any building or structure housing a court or division of a court or multiple 11 
courts or divisions;  12 

 13 
(2) Tunnels, bridges, common entrances, or other avenues utilized to access a 14 
building or structure housing a court or division of a court or multiple courts or 15 
divisions.  16 

 17 
(B) Court security plan advisory committee 18 
   19 

For purposes of ensuring security in court facilities, each  20 
(1) Each court or division of a court that is the sole court occupant of a court facility 21 
shall develop and implement appoint a court security plan advisory committee.  If more 22 
than one court or division occupies a court facility, the courts and divisions shall 23 
collectively develop and implement appoint a single court security advisory committee.  24 

 25 
(2) The committee shall assist the court or division in developing, adopting, and 26 
implementing a court security plan for each court facility in which the court or division 27 
operates.   28 
 29 
(3) Each court or division shall implement and follow the provisions of any court 30 
security plan that has been adopted by the vote of a majority of the judges who occupy the 31 
court facility. Nothing herein prevents an individual judge from implementing other 32 
security measures for that judge’s courtroom or pending matter or circumstance as the 33 
judge deems reasonable and appropriate. 34 
 35 
(4) In addition to any other provisions necessary to satisfy the purposes of this rule, the 36 
court security plan shall address the provisions of the “Ohio court security standards 37 
adopted by the Supreme Court and Court Security Standards,” as set forth in Appendix C 38 
to this rule.   39 

 40 
(C) Committee membership and chair 41 
 42 

(1) A court security advisory committee shall consist of each judge of the court or 43 
division of the court housed in a court facility.  The composition of the remainder of the 44 
committee shall be determined by majority vote of all judges of the court or division housed 45 



 
 

in the court facility. The term of each committee member shall be one year, and a member 46 
may serve consecutive terms.  47 

 48 
(2) The committee shall be chaired by the presiding judge of the highest court housed 49 
in the court facility. The term of the committee chair shall be one year, and the chair may 50 
serve consecutive terms. If the presiding judge is unwilling or unable to serve as chair, the 51 
committee shall be chaired in the following order, by rotation: 52 
 53 

(a) The administrative judge of the court or division housed in the court facility 54 
having the longest total service as an Ohio judge; 55 
 56 
(b) A judge selected by majority vote of all judges of the court or division 57 
housed in the court facility; 58 
 59 
(c) A judge selected by the presiding or administrative judge of the court or 60 
division housed in the court facility. 61 

 62 
(D) Meeting 63 
 64 

Each court security advisory committee shall meet on a periodic basis for purposes of 65 
implementing the “Ohio Court Security Standards,” but no less than annually. A quorum 66 
consists of a majority of the members present for a scheduled meeting. 67 

 68 
(B)(E) Public access 69 
 70 

For purposes of ensuring security in court facilities, a court security plan, including any 71 
security policy and procedures manual, emergency preparedness manual, and continuity of 72 
operations manual adopted as part of the court security plan, shall not be a public record 73 
and shall not be available for public access. 74 
 75 

76 



 
 

OHIO COURT SECURITY STANDARDS 77 

PREAMBLE 78 
 79 

The following Ohio Court Security Standards represent the efforts of the Supreme 80 
Court Advisory Committee on Court Security & Emergency Preparedness. The Standards 81 
were first adopted by the Supreme Court in 1994 and are now revised to reflect changes in 82 
our society affecting them. 83 
 84 

Ohio citizens should expect all court facilities to be safe and secure for all who 85 
enter so that justice for all may be sought and not unjustly interrupted. Court facilities and 86 
each courtroom therein should have appropriate levels of security to address any 87 
foreseeable concern or emergency that may arise during the course of business. Elected 88 
officials charged with court facility authority must be proactive and sensitive to court 89 
security and emergency preparedness concerns. While the Advisory Committee 90 
understands providing a safe court facility to all carries a financial price, it is imperative 91 
that the topics discussed in the Ohio Court Security Standards be addressed. 92 
 93 

Court security and emergency strategies and actions must be consistent with 94 
individual rights, civil liberties, and freedoms protected by the United States Constitution, 95 
the Ohio Constitution, and the rule of law. Because Ohio has a diverse population, special 96 
thought should be given to overcoming language and cultural barriers and physical 97 
disabilities when addressing security and emergency issues. However, Ohio citizens must 98 
be assured that any security practice or policy is employed in a neutral manner. 99 

 100 
The Ohio Court Security Standards attempt to balance the diverse needs of each 101 

community. However, each locale is encouraged to promulgate policies and procedures to 102 
meet its specific needs. Special consideration should be given to defining the roles and 103 
responsibilities of the court and law enforcement officials within each local jurisdiction. 104 

 105 

DEFINITIONS 106 
 107 
As used in these standards: 108 
 109 

(A) Court facility 110 
 111 

“Court facility” means either of the following:  112 
    113 

(1) Any building or structure housing a court or division of a court or 114 
multiple courts or divisions;  115 

 116 
(2) Tunnels, bridges, common entrances, or other avenues utilized to 117 
access a building or structure housing a court or division of a court or 118 
multiple courts or divisions. 119 

 120 
 (B) Court security officer 121 



 
 

 122 
“Court security officer” means an individual employed or contracted to perform 123 
security duties or functions at a court facility and includes a law enforcement officer 124 
assigned to court security and a bailiff who performs court security duties or 125 
functions.  “Court security officer” does not include an administrative bailiff who 126 
does not perform court security duties or functions. 127 

  128 
 (C) Communication device 129 
 130 

“Communication device” means any device intended to communicate, disperse, or 131 
retrieve information, including cellphones, computers, tablet computers, and 132 
cameras.   133 

 134 
 135 

STANDARD 1.  COURT SECURITY COMMITTEE PLAN  136 
 137 
(A) Court security plan 138 
 139 

Each court facility shall appoint adopt a comprehensive court security committee to meet 140 
on a periodic basis for the purpose of implementing these standards plan for each court 141 
facility in which a court or division of a court operates. If more than one court occupies a 142 
court facility, the courts shall collectively appoint a single committee.  143 

 144 
(B) Requirements 145 
 146 

Each of the following shall apply to a court security plan: 147 
 148 

(1) It shall be developed in consultation with the court security advisory 149 
committee established pursuant to Sup.R. 9; 150 
 151 
(2) It shall be adopted by collective agreement of all judges of the courts and 152 
divisions or by the vote of a majority of the judges who occupy the court facility; 153 
 154 
(3) It shall be reviewed annually for necessary updates or modifications. 155 

 156 
Commentary 157 

 158 
Court security issues affect many sectors of the community and include differing local needs and 159 

serious funding concerns.  Therefore, a Court Security Advisory Committee should review these issues in 160 
a cooperative and constructive manner. 161 

 162 
The Court Security Advisory Committee should include representatives of first responders, 163 

emergency management agencies, and funding authorities, and may include representatives from each 164 
entity within the court facility and the community. 165 
 166 
 167 
STANDARD 2.  COURT FACILITY CLOSURE PROCEDURES 168 
 169 



 
 

(A) Weather-related or emergency closures 170 
 171 

In the absence of a local rule adopted by majority vote of the judges housed in a court 172 
facility, the procedures of this standard shall govern court closures. 173 

 174 
(B) Authority to close 175 
 176 

For a court facility that does not house any office other than a court or division of a court 177 
or a clerk of courts, the following individuals shall have authority to close the court facility 178 
after consultation with all judges and clerks of the court who occupy the court facility, in 179 
the following order: 180 
 181 

(1) The presiding judge of the highest court who is present in the jurisdiction 182 
of the court facility; 183 
 184 
(2) The presiding judge of the next highest court who is present in the 185 
jurisdiction of the court facility;  186 

 187 
(3) The administrative judge of the court who is present in the jurisdiction of 188 
the court facility and has the longest total service as an Ohio judge; 189 

 190 
(4) The judge having the longest total service as an Ohio judge who is present 191 
in the jurisdiction of the court facility. 192 

 193 
(C) Closure protocol 194 
 195 

The decision to close a court facility shall be based upon the following factors: 196 
 197 

(1) Public safety;  198 
 199 
(2) Employee safety;  200 
 201 
(3) Access to the court facility; 202 
 203 
(4) Severity and duration of the emergency condition; 204 

 205 
(5) Any other relevant reason. 206 

 207 
(D) Notifications 208 
 209 

(1) Public notice of a court facility closure shall be provided on the court or division’s 210 
website and social media, if applicable.  211 

 212 
(2) Notice of a court facility closure shall be provided to each of the following 213 
recipients:  214 

 215 



 
 

  (a) Court personnel;  216 
 217 

(b) Local media;  218 
 219 
  (c) Local bar associations;   220 
 221 
  (d) Local law enforcement; 222 

 223 
(e) If the closure is anticipated to last more than five court-business-days, the 224 
Chief Justice of the Supreme Court. 225 

 226 
(E) Documentation 227 
 228 

The decision to close a court facility shall be documented in writing and include the 229 
following information: 230 
 231 

(1)  The reason for the closure; 232 
 233 

(2)  The duration of the closure; 234 
 235 

(3)  The essential functions to be maintained during the closure; 236 
 237 

(4)  The method of public notification; 238 
 239 

(5)  If no alternative facilities or methods for conducting essential operations is 240 
identified, a statement declaring that a day of closure is not considered a business 241 
day and court filings with deadlines during the closure may be filed on the next 242 
succeeding day the court is open.  243 

 244 
 245 

STANDARD 3. SECURITY POLICY AND PROCEDURES MANUAL 246 
 247 
(A) Adoption of manual  248 
  249 

As part of its court security plan, each court shall adopt a written security policy and 250 
procedures manual governing security of the court and the court facility to ensure 251 
consistent, appropriate, and adequate security procedures.  The manual shall include each 252 
of the following:  253 

 254 
(1) A physical security plan;  255 
 256 
(2) Routine security operations;  257 
 258 
(3) An emergency action plan that addresses events such as a hostage situation, 259 
an escaped prisoner, violence in the courtroom, a bomb threat, and fire; 260 
 261 



 
 

(4) A high risk trial plan. 262 
  263 

(B) Review of manual  264 
  265 
A court shall periodically test and update its security policy and procedures manual for 266 
operational effectiveness.  267 

 268 
(C) Multiple courts 269 
 270 

If more than one court occupies a court facility, the courts shall collectively adopt and 271 
review a single security policy and procedures manual. Nothing herein prevents an 272 
individual judge from implementing additional security measures for that judge’s 273 
courtroom or pending matter or circumstance as the judge deems reasonable and 274 
appropriate. 275 

 276 
 277 
STANDARD 34.   EMERGENCY PREPAREDNESS MANUAL  278 
 279 
(A) Adoption of manual 280 
 281 

As part of its court security plan, each court shall adopt a written emergency preparedness 282 
manual.  The manual shall include a plan providing for the safety of all persons present 283 
within the court facility during an emergency.   284 
 285 

(B) Review of manual 286 
 287 
A court shall periodically test and update its emergency preparedness manual for 288 
operational effectiveness. 289 

 290 
(C) Multiple courts 291 
 292 

If more than one court occupies a court facility, the courts shall collectively adopt and 293 
review a single emergency preparedness manual. 294 

 295 
 296 
STANDARD 45.   CONTINUITY OF OPERATIONS MANUAL  297 
 298 
(A) Adoption of manual 299 

 300 
As part of its court security plan, each court shall adopt a written continuity of operations 301 
manual.  The manual shall include a plan that addresses each of the following: 302 
 303 

(1) The continued operation of the court at an alternative site, facilities, or 304 
methods should its present site be rendered inoperable due to a natural disaster, act 305 
of terrorism, security breach within the building, or other unforeseen event; 306 
 307 



 
 

(2) The essential functions that must continue during any closure; 308 
 309 
(3) The personnel necessary to maintain essential functions;   310 

 311 
(2)(4)   The provisions of the “Court Continuity of Operations (COOP) Plan 312 
Template” available on the website of the Supreme Court.  313 
 314 

(B) Review of manual 315 
 316 
A court shall periodically test and update its continuity of operations manual for operational 317 
effectiveness. 318 
 319 

(C) Multiple courts 320 
 321 

If more than one court occupies a court facility, the courts shall collectively adopt and 322 
review a single continuity of operations manual.   323 
 324 
 325 

STANDARD 56.  PERSONS SUBJECT TO A SECURITY SEARCH 326 
 327 
All persons entering a court facility shall be subject to a security search.  A security search should 328 
occur for each visit to the court facility, regardless of the purpose or the hour. 329 

 330 
 331 

Commentary 332 
 333 

The credibility of court security requires the public be subject to a security search when entering a 334 
court facility.  Any exemption of personnel from the security search process, including elected officials, court 335 
personnel, attorneys, law enforcement officers, or court security officers, should be decided and 336 
documented by the Court Security Advisory Committee.   337 

 338 
At a minimum, each court facility should have at least one portable walk-through magnetometer 339 

and a hand-held magnetometer, with court security officers trained in the proper use of that equipment.  340 
Walk-through magnetometers at a single point of entry, with accompanying x-ray viewing of packages and 341 
handbags, is the optimal method of searching entrants to a court facility and should be utilized to provide 342 
the type of security needed to ensure a safe environment.  A single point of entry for the public is strongly 343 
recommended.  344 
 345 
 346 
STANDARD 67.  COURT SECURITY OFFICERS  347 
 348 
(A) Assignment     349 
 350 

Uniformed court security officers should shall be assigned in sufficient numbers to ensure 351 
the security of each courtroom, as needed, and the court facility. 352 
 353 

 (B) Certification and training 354 
 355 



 
 

(1) All court security should be certified through the Ohio Peace Officers Training 356 
Council. These officers should receive specific training on court security and weapons 357 
instruction specific to the court setting authorized to carry firearms within the scope of that 358 
individual's duties shall receive a certificate by the executive director of the Ohio peace 359 
officer training commission (“OPOTC”), which attests to satisfactory completion of an 360 
approved basic training program for bailiffs and deputy bailiffs of courts of record or 361 
firearms training program approved by OPOTC. Individuals who possess firearms training 362 
and certification through OPOTC or another recognized peace officer training authority 363 
that meets or exceeds these minimum requirements shall be deemed to have satisfied this 364 
standard.  365 
 366 
(2) All such court security officers also shall annually complete a firearms 367 
requalification program approved by the executive director of the OPOTC. 368 
 369 
(3) Court security officers should receive training specifically designed for court 370 
security operations, including weapons handling procedures appropriate for the court 371 
environment. 372 

 373 
Commentary 374 

 375 
For the purpose of these standards, “court security officer” means an individual employed or 376 

contracted to perform security duties or functions at a court facility and includes a law enforcement officer 377 
assigned to court security and a bailiff who performs court security duties or functions.  “Court security 378 
officer” does not include an administrative bailiff who does not perform court security duties or functions. 379 
"Uniformed" refers to officers who are clearly marked or otherwise readily identifiable by their attire or 380 
insignia, ensuring their presence is visible within the court environment. 381 
 382 

Law enforcement officers who are present within the court facility for purposes other than court 383 
security, such as testifying at a trial, should not be considered a component of the court security system.  384 
These law enforcement officers' full attention should be directed to the duties to which they are assigned.  385 
The security of the court should not be reliant upon these law enforcement officers, who may have no 386 
specific training in court security. 387 

 388 
 389 
 390 

STANDARD 78.  WEAPONS IN COURT FACILITIES 391 
 392 
(A)    Prohibition 393 
 394 

No weapons should be permitted in a court facility except those carried by court security 395 
officers or as permitted under division (B)(1) of this standard by R.C. 2923.123.  The court 396 
should establish and install adequate security measures to ensure no one unauthorized 397 
individuals will be armed with any weapon in the court facility. 398 
 399 

(B)  Law enforcement  400 
  401 

(1) Each court should promulgate a local court rule governing the carrying of weapons 402 
into the court facility by law enforcement officers who are not a component of court 403 



 
 

security and are acting within the scope of their employment.  If more than one court 404 
occupies a court facility, the courts shall collectively promulgate a single rule.    405 
  406 
(2) In all cases, law enforcement officers who are parties to a judicial proceeding as a 407 
plaintiff, defendant, witness, or interested party outside of the scope of their employment 408 
should not be permitted to bring weapons into the court facility.  409 
 410 
 411 

STANDARD 89.  PRISONER TRANSPORT WITHIN COURT FACILITIES  412 
 413 
(A)    Transport 414 
 415 

Prisoners should be transported into and within a court facility through areas that are not 416 
accessible to the public.  When a separate entrance is not available and public hallways 417 
must be utilized, prisoners should be handcuffed behind the back or handcuffed with use 418 
of “belly chains” to limit hand movement and always secured by leg restraints.  419 

 420 
(B) Protection of Due Process Rights 421 

 422 
Judges and court personnel must be mindful that transporting prisoners into and through a 423 
court facility where they may be viewed in custody by jurors and witnesses can result in 424 
prejudicial inferences that are detrimental to a defendant's constitutional due process rights, 425 
including the right to a fair trial before unbiased jurors. Every effort should be made to 426 
minimize such exposure through careful timing, route planning, and coordination between 427 
court security and judicial staff. 428 
 429 

(C) Judicial Authority Over Security Measures 430 
 431 
The judge presiding in a case, after consulting with court security personnel, has ultimate 432 
responsibility for determining all security measures within the courtroom and court facility 433 
to ensure both safety and fair proceedings. Court security officers must defer to judicial 434 
directives regarding the use, timing, and visibility of restraints and security protocols.  435 

 436 
(B)  Carrying of firearms 437 
 438 

During the transport of prisoners, personnel in direct contact with the prisoners should not 439 
carry firearms.  However, an armed court security officer should be present. 440 
 441 

(C)(D) Holding area 442 
 443 

Once within a court facility, prisoners should be held in a secure holding area equipped 444 
with video monitoring, where practicable, while awaiting court hearings and during any 445 
recess. 446 
 447 

 448 
Commentary 449 

 450 



 
 

If prisoners cannot be transported through private court facility entrances, public movement in the 451 
area should be restricted during the time of prisoner transport since transport through a public area exposes 452 
the public to danger, enhances the possibility of prisoner escape, and increases the ability to transfer 453 
weapons or other contraband to prisoners. 454 

 455 
Law enforcement officers should accompany prisoners to the courtroom, remain during the hearing, 456 

and return prisoners to the secured holding area.  Court security officers should not assume this 457 
responsibility.  458 

 459 
Court security must coordinate with judicial staff to minimize prisoner visibility to jurors and 460 

witnesses during transport. Alternative routes and timing should be utilized whenever possible to avoid 461 
public areas during jury movement. The judge presiding on the case must be consulted regarding any 462 
security measures that may impact the fairness of proceedings, as all security decisions must balance 463 
facility safety with the preservation of defendant's constitutional rights. 464 

Security recommendations may be made by court security personnel, but final decisions rest with 465 
the judge presiding in a case, whose determinations regarding security measures are subject to appellate 466 
review. 467 

 468 
STANDARD 910.  DURESS ALARMS FOR JUDGES AND COURT PERSONNEL 469 
 470 
All courtrooms, hearing rooms, judges’ chambers, clerks of courts’ offices, and reception areas 471 
should be equipped with a duress alarm system connected to a central security station within the 472 
court facility and appropriate local law enforcement agency.  The duress alarm system should 473 
include enunciation capability. 474 

 475 
Commentary 476 

 477 
There are times when individuals may be able to circumvent standard court security measures.  478 

Judges and court personnel should have a readily accessible signal system upon which to rely in 479 
emergency situations. 480 

 481 
It is important that the duress alarm system be a type which includes an audible alarm at the central 482 

security station.  However, the system should not include an audible alarm at the activation site.  The duress 483 
alarm system should quickly summon additional help from the county sheriff's department or the nearest 484 
police jurisdiction when needed. 485 

 486 
To ensure confidence in the duress alarm system is maintained, duress alarms should be tested 487 

periodically and all efforts should be made to minimize false alarm. 488 
 489 
 490 
STANDARD 1011.  CLOSED-CIRCUIT VIDEO SURVEILLANCE 491 
 492 
If When a court utilizes closed-circuit security video surveillance, the system should have 493 
recording capability and include the court facility parking area, entrance to the court facility, court 494 
lobby, courtroom, stairwells, and all other public areas of the court facility. 495 

 496 
 497 

Commentary 498 
 499 

Posted notices that every judicial proceeding is under surveillance may dissuade those who have 500 
intentions of disrupting a hearing.  Some court facilities may lack the architectural and structural elements 501 



 
 

necessary for court security and, therefore, require greater reliance on security devices.  Closed-circuit 502 
video surveillance is secondary to shall not be used in lieu of  security searches of entrants to a court facility.  503 
 504 
 505 
STANDARD 1112.  RESTRICTED ACCESS TO PARKING AND OFFICES  506 
 507 
To ensure safe and secure work areas and to protect against inappropriate interaction between 508 
judges and participants in the judicial process, an effective security perimeter should be utilized 509 
for the parking area for judges and an effective secondary security perimeter should be utilized at 510 
the entrance to the office space housing judges and court personnel.  511 

 512 
Commentary 513 

 514 
The security of the office space housing judges and court personnel must be maintained.  Unlimited 515 

access to these areas is dangerous and unnecessary.  The general public should not be permitted to 516 
wander through these areas for any reason. However, attorneys should have controlled access to the areas.  517 
Persons having business with a judge or court personnel should be encouraged to make appointments. 518 

 519 
Steps which may be taken to facilitate this standard include a main receptionist checkpoint, passive 520 

or active electromagnetic hall locks, and cardreader door locks. 521 
 522 
Also, the judges' chambers, as differentiated from the staff offices, and judges' parking spaces 523 

should not be designated by "Judge" signage.   524 
 525 

Finally, parking spaces should be located as close as possible to an entrance. 526 
 527 
 528 

STANDARD 1213.    OFF-SITE PERSONAL SECURITY  529 
 530 
As part of its court security plan, each court, in conjunction with law enforcement officers, should 531 
adopt procedures for the personal security of judges and court personnel at locations outside the 532 
court facility.  If more than one court occupies a court facility, the courts shall collectively adopt 533 
procedures applicable to all judges and court personnel in the court facility. 534 

 535 
 536 

Commentary 537 
 538 

The protection of judges and court personnel from work-related threats and acts of violence outside 539 
the court facility is important.  It is essential that procedures be in place, when necessary, to respond to 540 
such incidents. 541 

 542 
The particular procedures may include personal security profiles, residential alarm systems, cellular 543 

telephones, weapons training, self-defense training, and personal/family bodyguard security.  While all of 544 
these steps include some financial commitment, the procedures may be graduated to respond to the needs 545 
of any given situation.  546 
 547 
 548 
STANDARD 1314.   STRUCTURAL DESIGN OF COURT FACILITIES AND 549 
COURTROOMS  550 
 551 



 
 

When designing new or remodeling old court facilities, consideration should shall be given to all 552 
of the standards. Consideration shall also be given to circulation patterns that govern the movement 553 
of people to, from, and in the courtroom.  Judges, juries, court personnel, and prisoners should 554 
have routes to and from the courtroom separate from public routes.  Waiting areas should be 555 
available to allow separation of parties, victims, and witnesses. 556 
 557 

Commentary 558 
 559 

The circulation patterns should separate the prisoners from all other persons.  The public should 560 
also be separated from the judges, juries, and court personnel. 561 
 562 
 563 
STANDARD 1415.    SECURITY INCIDENT REPORTING 564 
 565 
(A) Reporting of security incidents 566 
 567 

(1)    Every violation of law that occurs within a court facility should be reported to the 568 
appropriate law enforcement agency having jurisdiction.  To facilitate reporting, all All 569 
court personnel should familiarize themselves with the law enforcement agency that has 570 
jurisdiction within and around their court facility. 571 
 572 
(2)   Each court should adopt a policy for reporting court security incidents and should 573 
include the policy in the court's security policy and procedures manual should include a 574 
policy for reporting court security and other incidents requiring documentation.  If more 575 
than one court occupies a court facility, the courts shall collectively adopt a single policy.   576 
 577 
(3)  A summary of court security incidents should be compiled annually for the court's 578 
benefit in evaluating security measures.   579 
 580 

(B) Periodic review of security incidents 581 
 582 

All courts within the court facility should periodically review all court security incidents 583 
so the judges and court personnel are aware of recent events. 584 
 585 

 586 
Commentary 587 

 588 
Although the facility may be a county court facility, in some areas, if the facility is located within the 589 

limits of a municipal corporation, the local police may be the law enforcement agency having jurisdiction. 590 
 591 
A “court security incident” is any infraction outlined within the court's Security Policy and Procedures 592 

Manual and includes any and all disruptions made in the confines of the court facility. 593 
 594 
To measure the effectiveness of court security procedures and to aid in securing necessary funding 595 

for court security measures, it is useful to recognize and record court security incidents.  A standard incident 596 
reporting form should be utilized by court personnel to record each event which compromised the security 597 
of the court and/or the safety of the participants in the judicial process.  Additionally, each court should do 598 
an annual summary of court security incidents for its own benefit in evaluating court security measures 599 
using the model incident reporting form.  600 
 601 



 
 

 602 
STANDARD 1516.  COMMUNICATION DEVICES IN THE COURT FACILITY 603 
 604 
The court security advisory committee, along with other court officials, should consider and 605 
formulate a plan that governs the presence and use of communication devices in the courthouse 606 
court facility, courtroom, and surrounding courthouse court facility grounds.  “Communication 607 
device” means any device intended to communicate, disperse, or retrieve information, including 608 
cell phones, computers, tablet computers, and cameras. Each judge shall consider and formulate a 609 
plan that governs the presence and use of communication devices in the courtroom. The plan plans 610 
should comply with the requirements of Rule 12 of the Rules of Superintendence for the Courts of 611 
Ohio and provide all of the following: 612 

 613 
(A) The use of communication devices in the courtroom, as well as the entrance into 614 
and departure from the courtroom, should be minimally intrusive so as not to disturb court 615 
functions or distract the court proceedings in any manner; 616 
 617 
(B) Communication devices should be used and moved into and out of the courtroom 618 
safely, so as to protect all persons in the courtroom and not create an impediment to court 619 
operations; 620 
 621 
(C)  Except as provided in paragraphs (D) and (E) of this standard, at no time should the 622 
public, jurors, or witnesses be permitted to use communication devices in the courtroom.  623 
The plan should explicitly prohibit the public, jurors, and witnesses from using any 624 
communication devices while in attendance at trial.  “Use” includes texting, audio and 625 
video recording, and still photography. 626 
 627 
(D)  If the court determines there is a need for such use, the court may permit the use of 628 
communication devices in the courtroom for scheduling purposes and to obtain or 629 
disseminate information.  Other uses of communication devices in the courtroom should 630 
be at the court’s discretion.  Communication devices should either be turned off or put in 631 
silent mode when not in use. 632 
 633 
(E) With the court’s prior approval, the news media must shall be permitted to use 634 
communication devices in the courtroom.  However, the plan should provide that no audio 635 
recording, video, or photograph of any juror, witness, or juvenile defendant should be taken 636 
by any means by a person other than as approved by the judge. This paragraph shall not 637 
apply to the court recording the proceeding as part of its official record.   638 
 639 
(F)  Appropriate signage should be posted identifying the procedure for use of 640 
communication devices if allowed in the courtroom and stating that use of communication 641 
devices in the courtroom may be prohibited if it interferes with the administration of justice, 642 
poses a threat to safety or security, or compromises the integrity of the proceedings.  643 
 644 

 645 
Commentary 646 

 647 



 
 

The presence of communication devices in the courtroom during court operations should be pre-648 
approved to avoid disruption of court proceedings.  649 
 650 

The use of communication devices for texting, audio/video recording, and still photography, has 651 
been a rather controversial subject resulting in varied responses from the courts.  As a result, each court 652 
should adopt a Best Practices policy based on local court expectations and the ability to enforce its policy.  653 
Failure to comply with established Best Practices the policy may result in a fine, including confiscation, 654 
incarceration, or both, for contempt of court. 655 
 656 
 657 
STANDARD 1617.   INFORMATION TECHNOLOGY OPERATIONS SECURITY 658 
 659 
With the proliferation of court information technology standards, each Each court should 660 
periodically evaluate and update its security for its information technology systems and operations.  661 
Information technology security is a broad and complex arena and this standard is best addressed 662 
by having a discussion with the court information technology representative and ensuring that 663 
these issues are understood.  An adequate information technology security plan should include at 664 
least the following components: 665 
 666 

(A) Disaster recovery 667 
 668 

A disaster recovery plan is one of the most important aspects of every information 669 
technology security program.  A disaster recovery plan, also known as a business 670 
continuity plan, can be defined as a set of steps an entity will take to get its business 671 
up and running in the event of a disaster. 672 

 673 
(B) Physical security 674 

 675 
Physical security addresses where key information technology equipment, such as 676 
servers, core routers and switches, and data storage, is are housed and who has 677 
access to it.  A well-designed server room should have access control restrictions.  678 
Only the people who need to be in the server room should have access to it.  There 679 
should be humidity and temperature control in the room, as well as protection 680 
systems for smoke, fire, and water.  Since server rooms tend to house critical 681 
equipment, backup emergency power, such as an uninterrupted uninterruptable 682 
power source or generator, should be considered.  683 

 684 
(C) Patch management 685 

 686 
Patch management involves keeping computer system firmware and software up to 687 
date.  It, and is one of the most difficult administrative tasks for information 688 
technology professionals.  New vulnerabilities are found every day.  Keeping all 689 
systems up to date on patches and fixes can take much time and effort, but can also 690 
provide the greatest benefit in terms of security threats. 691 

 692 
(D) Endpoint/antivirus security 693 

 694 



 
 

A comprehensive endpoint antivirus security solution should be used on all 695 
network-attached computers to prevent malware infections on user devices.  696 
Antivirus software must shall frequently be updated in order to protect against the 697 
ever-growing list of threats.  A good antivirus product will be one that can be 698 
automatically updated on a daily basis daily with new threat detection files. 699 

 700 
(E) Access control security 701 

 702 
Access control involves managing who has access to different resources.  The 703 
principle of least privilege for users, groups, and applications should be used.  This 704 
principle involves restricting to restrict access for users, groups, and applications to 705 
only those required to perform the job. 706 

 707 
(F) Authentication and authorization 708 

 709 
Authentication is the use of security methods and processes such as identification 710 
and passwords to verify the identity of a user. Multi-factor authentication should be 711 
considered. Authorization is the process of checking whether a person, an 712 
information technology component, or an application is authorized to perform a 713 
specific action. 714 

 715 
(G) Network security 716 

 717 
Network security can involve a wide range of tools and methods to help secure the 718 
information technology systems.  At a minimum, the information technology 719 
security plan should include both of the following components: 720 

 721 
(1) A firewall, which is a system or set of systems that control access 722 
between the internal network and some other external network, such as the 723 
internet.  A firewall is a gateway to the network that controls access. 724 
Firewalls provide the first line of defense for network security 725 
infrastructure. The firewall protection methods may include access control 726 
lists, blacklists, VPN’s, proxy/NAT, etc.  727 

 728 
(2) Access control lists on network routers and switches.  An access 729 
control list is an ordered set of rules that is used on routers and switches to 730 
filter traffic.  Access control lists are used to protect networks and specific 731 
hosts from unnecessary or unwanted traffic.  For example, access control 732 
lists can be used to disallow internet traffic from a high-security network to 733 
the internet. 734 
 735 

(H) Email security and protection 736 
 737 

Email security appliances and software, such as spam filters, should be used to 738 
protect against phishing and virus emails and to keep unwanted email from entering 739 
your users' inboxes and junk folders.  Users also should be taught how to identify 740 
junk mail even if it's from a trusted source. 741 

 742 



 
 

(I) Data Security, protection, and backup 743 
 744 

Data security refers to the protection of data’s confidentiality, availability, and 745 
integrity.  “Data protection” refers to the protection of personal data against misuse 746 
by third parties.  “Data backup” refers to the copying of existing data to prevent its 747 
loss.  748 



 
 

 749 
APPENDIX D 750 

 751 
Court Facility Standards 752 
 753 
 These standards apply to all courts of record in Ohio except as otherwise indicated.  The 754 
standards represent the minimum requirements to ensure the efficient and effective administration 755 
of justice and are intended to complement federal, state, and local laws, regulations, and standards 756 
pertaining to building construction, safety, security, and access.  For new construction or 757 
renovations of existing spaces, all discretionary provisions become mandatory. 758 
 759 
 (A) General considerations.  In order to maintain suitable judicial atmosphere and 760 
properly serve the public, clean, Court facilities and operational space that is clean, well-lighted, 761 
adequately heated and air-conditioned, and appropriately sized court facilities shall be provided 762 
and maintained.  763 
 764 
 (B) Security considerations.   In order to maintain a safe and secure court facility, 765 
consideration shall be given to the Ohio Court Security Standards, including space, equipment, 766 
and systems. 767 
 768 

(C)  Location.  The facilities should be located in a courthouse or county or municipal 769 
building.  The location within the building should be separate from the location of non-judicial 770 
governmental agencies.  Court facilities should be located in a building that is accessible, dignified 771 
and properly maintained. 772 
 773 
 (C)(D) Courtroom.  Every trial judge should have a separate courtroom. 774 
 775 
 The courtroom should have adequate seating capacity during hearings so that for litigants 776 
and others other participants are not required to stand or wait in hallways and areas adjacent to the 777 
courtroom. 778 
 779 
 All participants must be able to hear and to be heard.  If the room acoustics are not 780 
satisfactory, an efficient public address system shall be provided. 781 
 782 
 Every courtroom should shall have an elevated bench.  Adequate shelving should be 783 
provided adjacent to the bench for legal reference materials.  United States and Ohio flags should 784 
flank the bench. 785 
 786 
 The witness chair should be near the bench, slightly elevated, and situated in an appropriate 787 
enclosure. 788 
 789 
 Desks, tables, and chairs should shall be provided for all court personnel regularly present 790 
in the courtroom. 791 
 792 
 Tables and chairs should shall be provided for parties and counsel.  Tables shall be situated 793 
to enable all participants to hear and to allow private interchanges between litigants and counsel. 794 



 
 

 795 
 Each trial courtroom should be equipped with a jury box, suitable for seating jurors and 796 
alternates sufficient to meet the demands of the court.  The jury box should be situated so that 797 
jurors may observe the demeanor of witnesses and hear all proceedings. 798 
 799 
 A blackboard and other All necessary demonstrative aids as determined by the judge should 800 
shall be readily available.  Unnecessary material or equipment should not be kept in the courtroom. 801 
 802 
 Each judge should shall have private chambers convenient to the courtroom.  Access from 803 
chambers to the courtroom should be private shall be secure.  Chambers should shall be decorated 804 
furnished and equipped in appropriate fashion as required by the judge. 805 
 806 
 (D) Library.  Each court shall be provided an adequate law library comprised of those 807 
materials, including electronic media, considered necessary by the court. 808 
 809 
 (E) Magistrate.  Magistrates should shall have appropriate courtroom and office 810 
facilities similar to those of a judge. 811 
 812 
 (F) Juror and witness facilities.  Each trial courtroom shall have a soundproof jury 813 
deliberation room located in a quiet area as near the courtroom as possible.  Access from the jury 814 
deliberation room to the courtroom should be private shall be secure.  Private personal convenience 815 
facilities should be available for the jurors. 816 
 817 
 An adequate waiting room must shall be provided for jurors.  Reading material of general 818 
interest, television, and telephones should be provided. 819 
 820 
 A waiting room Adequate waiting areas comparable to the jurors’ waiting room should 821 
shall be provided for victims and witnesses. 822 
 823 
 (G) Consultation room.  A room should be provided for use of attorneys Private rooms 824 
should be available to afford private communications. 825 
 826 
 (H) Violations Bureaus and pay-in windows.  Facilities for violations bureaus and 827 
pay-in windows should be located near public parking areas entrances. 828 
 829 
 (I) Court staff and court-related personnel facilities.  Adequate space and 830 
equipment shall be provided for court personnel to prepare, maintain, and store necessary court 831 
records.  Space and equipment should be utilized to ensure efficiency, security, and confidentiality. 832 
 833 
 Adequate restroom Private personal convenience facilities separate from public restroom 834 
facilities should be provided for all court personnel. Private personal convenience facilities should 835 
be provided for each judge adjacent to or within chambers. 836 
 837 
 (J) Public convenience facilities.  Clean, modern adequate restroom facilities should 838 
shall be available in the vicinity of the public areas of the court.  Public telephones should be 839 
available and afford privacy.  840 
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